THE SECRETARY OF DEFENSE
WASHINGTON

March 22, 1961

MEMORANDUM FOR THE SECRETARY OF THE ARMY
THE SECRETARY OF THEE NAVYY
THEZ SECRETARY OF THE AIR FORCE
THE DIRECTOR OF DEFENSE RESEARCH AND

ENCGINZERING
THE CELIRMAN, JOIMT CHEHIEFS OF STAFFE
THE ASEISTANT SECRZTARIES OF DEFENSE

THE GENERAL COUNSEL
THE SPECIAL ASSISTANT TO THE SZCRETARY
Cr DEFENSE
THE ASSISTANTS TO THE SECRETARY OF DEFENSE

SUBJECT: Testimony on the President's Program

In response to inguiries from within the Department, this
is to inform you that under this Administration the same procedure
that bas been observed in the past for clearance of testimony upon
budget estimates, budget policy, and legisiative proposals is to be
observed.

Quoted and surmmarized below are the relevant guidelines:

1. Testimony uporn legislative proposals and Budget requssts
or esiimates must be handled in accordance with the clearance
procedures contained in Bureau of the Budget Circulars No.
A-19 and A-1J. These stress the relating of all statements to
the Program of the President; and assume that all intarestec
officials will state and argue their views {grcefully within the
Executive Branck, but cnce a dacision i3 made will whole-
heartediy s{zpport it at all times.
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Z. All witnesses should comply with the directions contained
in the Budget Bureau Director letter of December 31, 1758:

"It is understandable that officials and employees will
feel strongly about the importance of their own agency's
work, and will sometimes believe that a larger budget
might be in order., Such feelbinga, however, must be
related to an awareness that our budget rescurces are
not adequate to accommodate in any one year all of the
things that rnight be desired. The President is respon-
sible for reviewing the total needs of the executive
branch in the light of tax and debt policy and for deciding
among competing requests for priorities. Executive
branch personnel are expected to support the President
in his budget recommendations.

"As you. and your stafi prepare to justify your portion of
the budget before Congress, you will want to observe the
requirements set forth at the President's direction in
Bureau of the Budget Circular No. A-10. It is expected
that witnesses will carefully avoid volunteering views
differing from the budget, either on the record or off
the record. While dizrect questions at hearings must

he answered frankly, it is expected that a witness who
fesls that he must set forth a personal view inconsist-
ent with the President's budget will also point out that
the President's judgment on the matier was reached
from his overall perspective as the head of the Govern-
ment, and in the light of overriding national pelicy. Tke
witness should make it ¢lear that his personal comments
are not to be construed as a request for additional funds.”
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THE WHITE HQUSE
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March 15, 1961 TECRETAAY OF NEFENSE

MEMORANDUM FOR

THE SECRETARY OF DEFENSE

The President felt it would be more appropriate if you were to
issue the attached directive:to those concerned in your
Department, instead of having it come from the White House,
inasmuch as this does not seem to be of concern to the other
Departments and agencies {although, if you will send me a
copy of your directive, the President suggested that [ mighat
want to send it as a model to other Department heads).

55

Theodore C. Sorensen

Special Counsel to the President

c

Carbon copy of
memorandum and
attachment to:

Honorable Arthur Sylvester
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March 15, 1961

-

In response to inquiries from within the Department, this is to inform
you that under this Administration the same procedure that has been
observed in the past for clearance of testimony upon budget estimates,
budget policy, and legislative proposals is to be observed,

Quoted and summarized below are the relevant guidelines:

1, Testimony upen legislative propoesals and Zudget requests
Or estimates must be handled in accordance with the clearance
procedures contained in Bureau of the Budget Circulars No.
A-19 and A-10. These stress the relating of all statements to
the Program of the President; and assume that all interested
officials will state and argue their views forcefully within the
Executive Branch, but once a decision is made will whole- By
heartedly support it in public testimony. ’J,-..u

2. All Witnesses should comply with the directions contained
in the Budget Bureau Director letter of December 317 1958:

"It is understandable that officials and employees will
feel strongly about the importance of their own agency's
work, and will som etimes believe thar a larger budget
might be in order. Suckh feelings, however, must be
related to an awareness that our budget resources are
net adequate to accommodate in any ore year all of the
things that might be desired. The President is respon-
sible for reviewing the total needs of the executive
branch in the light of tax and debt policy and ior deciding
Among competing requests ior priorities. Executive
branch personnel zre expected to support the President
in his budget recommendations,

"As you and your staff Prepare o justily your portion of
the budget before Congress, vou will want io observe the
Tequirements set forth at the President's dircction in
Bureau of the Budget Circular No. A-10. It is expecied
that witnesses will car =fully avoid volunteering views



differing from the budget, either on ths rscord or off
the record. While direct queéticns at hearings mus:
be answered frankly, it is expected that 2 witness who
feels that he must set forsh a personal view inconsist-
ent with the President's budget will also point out that
the President's judgment on the matter was reached

from his overall perspective as the head of the Govern
ment, and in the light of overriding national policy. T

he

witness should make it clear that his personal comments
are not to be construed as a request for additional funds. "

5

The instructions referred to above z2re designed 1o insure that ail
agencies make their maximum contribution to the Administrasion's

program. It is the responsibility of each agency head and each Ad-+

ministration witness to familiarize himself with those instructions
I
that his actions reflect a2 properly coordinated Executiye

and to insure

branch position.
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requirement, validate requirements, recommend approval for the
implementation, monitor the implementation, and evaluate
performance.

4. The C3S Systems Directorate, 0JCS, will implement the attached
procedures and will initiate actions to revise the appropriate
documents to eliminate duplication of procedures and insure
consistency of policy.

For the Joint Chiefs of Staff;

Fudack @ -

ROBERT C. WATSON
Colonel, UsSMC
Acting Secretary

Attachment

Reference _ )
* Memorandum by the Deputy Secretary of Defense, 12 June 1981,
"The Planning Phase of the DOD PPB System"



POLICY AND PROCEDURES FOR MANAGEMENT OF -
JOINT COMMAND AND CONTROL SYSTEMS

SM-7-82
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FOREWORD

This document provides a consolidated statement of policy and
common procedures for the management of joint €2 systems and
C2 systems with joint/combined implications. Joint ¢2 systems
provide the NCA and the commanders of the unified and .
specified commands with the'ability to conduct joint and
combined operations. In addition to joint C2 systems,
command, control, and communications systems and equipment
with joint implications are those that:

a. Are intended to provide NCA connectivity.

b. Hav; been designated by the‘Joint Chiefs of Staff or

higher authority as systems/equipment having cross~Sexvice,

cross-command, cross-program, or international implications

or that are of special interest. This includes prioritiza-

tions by a commander of a unified or specified command.
Commonality of C2 functional tasks, objectives, and responsi-
bilities is established as a matter of policy. The procedures
provide common channels and a single set of documents to
establish objectives, identify deficiencies, translate the
deficiencies into statements of requirements, validate the
requirements, recommend approval for implementation, monitor

the achievement of capabilities, and evaluate performance.
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POLICY AND PROCEDURES FOR MANAGEMENT OF
JOINT COMMAND AND CONTROL SYSTEMS

General Considerations

a. The.NCA exercises operational direction and adminis-
trative support of US forces worldwide, under all force
postures. The capability to exercise these functions is
provided by interoperating command and control (C2)
systems, which also provide appropriate capabilities at
the various command echelons for which they were designed.
The total capability created by these interoperating
systems is not a single system, nor is it planned to
become one., Some C2 systems are dedicated to the support
of the NCA and the Joint Chiefs of Staff; however, for the
most part, C2 systems are designed, developed, procured,
and employed to satisfy mission requirements of the
Service or command that normally uses them. At any given
time, connectivity of the systems is structured to support
the information exchange and command communications
requirements of the prevailing situation. Therefore, com-
patibility of C2 procedures and interoperability of C2
systems and the communications supp&rting them are
essential.

b. A basic consideration for implementation of joint C2
systems is the assumption that major losses in US warmaking
and C2 capabilities, as well as serious disruption of

Us policymaking capabilities, are possible. Such losses
should n&t prevent the NCA and other commanders from
controlling the execution of military options and perform-
ing the C2 functional tasks. Therefore, physical and

functional survivability of the C2 functions and of
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interconnecting communications jg a critical planning
factor,

€. A corporate goal of the Department of Defense is to
acquire a flexible, survivable, ang effective worldwide
c2 Capability Supported by adequate interconnecting com=-
munications, where required, The development of concepts
and Procedures, the acquisition of material, the establigh-
ment of facilities; and the training of personnel to
achieve thisg goal may cut 4Cross establigheg organizational
lines of responsibility, Conceptually, C2 equipment
should form an entity; however, jin its aggregate it is
too amorphous ang evolutionary for consideration as 3
single major acquisition, Because of the various major
Procurements needed for implementation of c2 capabilities,
close coordination 2mong DOD componentg is mandatory to
insure that c2 and Supporting communications programs
maximize benefits to be derived ang are phased to be
available at g useful time.

d; The urgency, during crisis, of Communicating warning
and intelligence from ai} Sources to the NCa and of pasg-
ing decisiong and commands to the military forces requires
that systems be responsive angd reliable, and as survivy-
able as the Nea and as the commands and forces they
support. Compatibility of procedures and interoperability
of equipment &re mandatory in furthering sSuccess of

joint and combined Operations, Several factors dictate

special emphasig on management Procedures to minimjze

These factors are: resource limitations; an evolving

technological base; multiple requirements for intérfaces;
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4. Command ang contro{ 8ystems, regardless of the leve} of

command Supported, accomplish thejr Purpose by Providing

following tasks:

{1} Monitor the Current Situation; Including the Statyg

of US angd Non-us Forces, Thig is the pProcess of

functional origin, Situation Bonitoring includes
assessment of environmenta] conditions, logistije capa-

bilities, Status of forces, intelligence, and pilang
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intentions, and the selection, adaptation, or formu-

lation of plans responsive to the specific situation.
{a) In the strategic.sense, the process is
initiated by reports of critical indications of
change in the level or direction of unfriendly
economic, political, or military activity in terms
of specific threats to US or allied forces, territory,
or national interests,
(b) In the tactical sense, the process is
initiated by reporting and dispiaying informa-
tion that an enemy has initiated hostilities.
It provides information on the origin, objectives,
and néture of the attack and includes subsequent
confirmation of the validity of the warning. It
provides the basis for relating attack indications
to planned options for initial response,

(3) Select Options, Employ Forces, and Execute Oper-

ation Plans

S 3 S O

(a) For deterrence, this is the process of per-
ceiving the pattern of enemy response to US
activity and assessing the impact of US activity

on the enemy posture and capability to initiate

[N IN ' L L e T
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hostilities. It includes issuing force alerts
and monitoring achievement of increased readi-
ness status. It alsoc includes planning for
dynamic employment of forces to counter enemy
initiatives and recommending a course of action
that best meets the situation. Direction and
control of forces must provide for the selected

force employment options to be implemented as
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_{b)} For force employment to control escalation,
the process includes selecting appropriate
responses, implementing operation plans, perceiving
the changes in patterns of eénemy response to US
activity, and assessing the impact and effective-
ness of US activity in terms of the enemy
response, It also includes Planning for dynamic
alternatives to force activitjes, directing
deployment and redeployment of forces, and
monitoring the us force activities in response
both to their own d1rect1on and to enemy actjv-
ities. ‘

{c) For force employment in response to hogtili-~
ties, the process includes determining and
directing Us force activitjes in response to
tactical warning and recommending an appropriate

response based on attack assessment,

(4) Perform Attack, Strike, Damage, and Residual

Capability Assessment

(a) The performance of attack assessment includes
the process of deriving Projected attack patterns
and impact points from sensed attack events to
determine the character ang €xpected effective-
ness of an attack. The Process includes evaluation
of the effects of the projected attack on Us
force capability,

(b} The performance of Strike, damage, and
residual capability assessment includes the
Process of acquiring strike ang damage reports,
correlating them to provide a Perception of the

extent of damage to friendly ang enemy forces,
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and evaluating the impact of damage upon enemy
and friendly force residual capabilities and
resources. The process also includes identifica-
tion of requirements and priorities‘for recovery
and reconstitution of US forces,

(5) Reconstitute and Redirect Forces. This process

includes acting on status reports concerning the
location, coﬁdition, and availability of military

, resources after attack. The process includes
reviewing the progress of directed activities
and élanning subsequent force employment options
based on damage assessment and residual capabilities.

(6} Terminate Hostilities and Active Operations.

This is the process of perceivin§ a willingness
on the part of the enemy to negotiate termination
of hostilitjies, projecting the results of current US
and enemy activity, and aésessing enemy intent and
residual capability. The process includes develop~-
ing plans for recovery and redeployment to deter
renewed.conflict and monitoring the achievement of
the directed recovery posture to insure that the
conflict terminates under conditions favo?able to
the United States.
b. These generic tasks define the purpose of C2 systenms
and apply to the full spectrum of operations, at all
levels of command. A command level may at any given
time require the definition of subtasks which more
closely delineate command-unique functions and which
amplify the above generic tasks with scenario or

command level specifics.
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3.

R e

General Objectives for Command And Control System Elements.

a. C2 systems perform common tasks within the us command
hierarchy in the pursuit of common missions. Hence,
individual systems must exhibit certain attributesg

to insure that C2 is not the limiting factor in US war-

fighting cability but rather provides options for execution

of plans and aids exploitation of battlefield opportunities,

The general objectives are stated below for each of the
C2 gystem elements. They are planning factors for the
identification of deficiencies in existing systems and
provide rationale fér stating requirements. Although
Presented by C2 system element, the entire list must be
considered in its relationship to the C2 functjional
tasks 5o as to generate balanced Ccapabilities within
systens.

b. The general objectives for the Joint Command and

Control System Elements are:

{1) Command Facilities. Achieve survivability
through mobiliey, redundancy, hardness, aeception,
dispersal, or combinations thereof for continuity of
operaticns under the worst probable conditions of
conflict, including nuclear, biological, and
chemical attacks.

{2} Within any definable command structure, at

least one command center must survive the threat

projected by latest JCS~-approved documents,

{b) The surviving command center(s) must be capa-

ble of supporting all mission-required C2

functicnal tasks of the supported command

throughout all phases of any confljict,
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(c) Alternate operating facilities are required
to assure the survival of a military command and
control capability. The physical size of
alternate facilities may influence the capability
that can be incorporated. In addition, adverge
conditions for communications will exist-during
hostilities. Nevertheless, alternate facilities
nust meet the following basic operating require-
ments:
1. Operate continously with gualified watch
teams, maintaining a readiness to support
the general war commangd function,
2. Provide immediate access to a continously
updated data base of information required
for direction of the UsS military forces.
This capability can result in part from using
- information from the primary command centers.
However, reliance on primary command centers
should not limit or degrade the capability
to operate independently with data received
directly from external sources. ‘
3. Transition rapidly without érior warning
from a standby mede of operation to per-
forming as the primary military center.
When an alternate becomes the primary
center, other facilities will continue to
maintain their capability to assume the
primary center function, if required.
4. Communicate continuously with other major

facilities.
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{2) Communications. Achieve flexibility, surviy-
————ctatlons

ability, ang security (including Physical) orf commu -

nications jn Support of Operations throughout the

spectrum of force postures,

(3)

(a).Communications MUSt survive the disruptive
Physical ang electromagnetic effectg incident to
nuclear attacks,

(b) Telecommunications planning shoula provide
for the uge of alliegd, commarcial, and other-
. agency communicatjiong Systems by yug forcea,

US unilateral telecommunications must be pro-
vided in thogse caseg where Us policy dictateg,
.(c) The communicationg should be flexible in
order to Provide endurabiiity and to permit
feconstitutjon and restoration using aly
Surviving systems, Flexibility includes the
ability to limit ang manage traffic into

bandwidth-constrained Systems,

Warning sttems

{a) Provide warning regardless of énemy tactjceg
or technology, hatural disturbance, or Us
Sitvuation through a sSystem combination of
availability, detection probability, and
deographic Coverage of aj] known ang probable

attack launch peoints,
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a Us satellite occurs without prior warning
having been received by the NCA.
{c} Insure that warning/characterization infor~-

mation has sufficient validity so that immedi-

" ate force preservation actions can be initiated

(4)

(5}

for those elements where appropriate.

(d) Provide credible warning/characterization
information as soon 55 possible after initation
of an attack and continually thereafter.

(e} Provide sufficiently accurate data to

- support meaningful sensor information correlations.

Command and Control Procedures

(a) Refine and continuously evaluate procedures
in order to reduce redundant infbrmation require-
ments; eliminate unnecessary reports; and

provide complete, accurate, reliable, and timely
information to the NCA 'and other appropriate
decisionmakers.

(b} Provide the capability to support dynaﬁic'

operations and nuclear employment planning.

_ Support should be based on current intelligence,’

warning, attack, residual capability, and damage
assessment, force status and employment, and
enemy tacties information.

Command and Control Data Collection and Processing

{a) Achieve a user-oriented data management
system capable of supporting centralized and
distributed data bases and performing the
directory and locator functions related to

remote access of the data bases.

10
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(b) Achieve a simple, highly responsive,
Standard data update, retrieval, and manipula-
tion capability for use by authorizeg functional
users via remote terminal in support of
decisionmakers.

~{c) Achieve compatibility and interoperability
thfough standard terminology, data elements),
codes, formats, symbology, system and applica-
tion software, data base étructures, and
gtocedures.

{(d) Achieve secure ADP system interaction
among ADP facilities and interaetion directly
with other systems {i.e., NATO Command and
Control Information System, DOD Intelligence
Information System, and generally supporting
functional ADP systems--such as logisties/
personnel--cften used in crises). .

(e) Achieve ADP conrnectivity, data timeliness,
reliabilit&, credibility and availability{ and.
6perational §roéedures to provide an ad hoc
crisis action Planning capability,

4. Management Concept for Joint Command and Control Systems

and Equipment

a. General. Some of the references in Appendix A stipulate

characteristiecs that €2 Systems and egquipment must possess
. to provide functional integrity a2nd robustness. These
chéracteristics, together with compatibility of procedures
and interoperability of eguipment, allow routine and
predictably reliable structuring of DOD 2 systems into

networks to support the information exchange and command
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Paragraphs. The pProcedures described in the appendices

are intendeq to:

{1) Enhance through coordination the abilfty to achieve -

the corporate DOD goal of obtaining a flexible, surviv-
able, .and effective (2 Capability,
(2) Provigde Periodic top~level revigw of progranms in

achieving balance ip the C2 Capability, including the

(3 Permit integration cf new characteristics {as con-
©  cepts ovolve) into the overall Capability Father than ag
“isolated fixes, _
(4) Highlight deficiencies/gaps for romedial action,
{5} Reduce documentation. |

b, Responsibilities

{1} The references jp Appendix a identify certain man-
agerial responsibilinies which are sharegd by all pop
‘components., These fesponsibilitieg afe:

(a) Estabiishing objectives,

{b} Identifying deficiencies.
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C.

(c} Translating deficiencies into statements of
'requirements. . .

(d) Validating the requirements.

{e) Recommending an implementation.

(E) Mohitpring the implementation'through fieldiné
of a capability. '

(g) Testing and evaluating the capability.

(2) Executive authority for individual managerial

functions may vary according to the specific item being

addres;ed. However, as a matter of policy, for the .
systemé and eqpipment in.subparagraph 448, all pob
componentéfshare in the process leading to implementa-
tion of the capability.

Procedures. The following common procedures are,

established to carry out the responsibilities enumerated

above:

(1) Establishing Objectives. JCS Pubg 11, 12, and 19

and Annex C (Command, Cdntrol, and Communications) to
the JSPD state the joint C2 objectives, Objectives
may be pefioéically approved by appropriate authority
and will, until reflected in the above objectives

documents, represent additional guidance,

(2) Identification of a Deficiency. Appendix B (Outlinme

and Submission Schedule of C2 System Master Pléns,

Summary Plans, and Programs) provides the primary vehicle

for the commanders of the unified and specified
commands to identify deficiencies to the Joint Chiefs
of Staff on a yearly basis. In cases of urgency,
deficiencies may be idéntified and submitted at any
time in accordance with Appendix C.

(3) Translation of the Deficiency Into a Statement

of Requirements, Appendix C (Format for the Submission
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6f Required Operational Capabilities) provides the
vehicle for submission of a statement of requirements
in nontechnical language, together with justification
and, opticnally, a description of characteristica,
A mandatory distribution list provides for coordination.
This format is to be used when a requirement is to be

l validated by the joint process in accordance with the
references of Appendix A. When, in accordance with the
references of Appendix A, validation of a requi;ement
with joint implications is a Service responsibility,
the Service-vélidated statement of requirement will be .
coordinated with the addressees listed in Part III of
Appendix C. While the format of the Service-validated
statement of requirement may vary from that in Appendix

€, the same data elements must be addressed to permit

full coordination.

(4} Validation of the Statement of Requirements.
Appendix D (Policy for the Modification, Improvement,
and Introduction of Joint C2 Systems) provides the
policy, procedures, and responsibillties of DoD com-
ponents for validation of joint requirements.

(5) Approval of the Implementation Proposal., Appendix E

{Format for Technical Analysis and Cost Estimate for
Operational Requirements) provides the précedures,
responsibility, and documentation for approving and
assigning implementation propesals for operational
requirements validated under joint procedures. The data
elements of Appendix E (albeit not necessarily in the
format of that Appendix)} are to be provided to the

Joint Chiefs of Staff when the directives in Appendix

A require that Service/Agency validation information
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be provided to the Joint Chiefs of Staff for supervision

of the validation process.

(6) Monitorship of Implementation to Fielding,

Appendix F {Command and Control Five Year Summary Plan)
provides the vehicle for an annual coordinated review
of the evolutionary improvement of joint C2 systems
and equipment having joint implications as defined in
subparagraph 4d4. It also permits assessment of how
well the'objectives are being met with decentralized
implementation of 0SD centralized C2 direction.

(7) Evaluating Performance. JCS MOP 183 and JCS Pub 19

contain provisions and methodology for evaluating com-
mand, control, and communications systems. A schedule
of evaluation events for those systems is published
annually. It provides a composite listing of JCs-
directed and JCS-coordinated exercises and tests that
are designated aas command, contrel, and communications
system evaluation events and evaluation cbjectives for
those events, Inputs for the Schedule of Evaluation
Events from the unified and specified commands, the
Services, and Defense agencies are requested when the
schedule is being prepared, The command, control, and
communications gystems evaluation objectives listed
for each scheduled event are selected, as appropriate
within the constraints of the exercise, to permit
evaluation of strategiec, theater/tactical, and Defense~
wide systems,

Classification of Joint Command and Control Systems

and Systems/Equipment With Joint Implications

(1) General. This paragraph specifies those joint C2
systems and systems/equipment with joint implications
to which the procedures of subparagraph 4c, above,
apply.
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(2) Classification

{a) Joint Command and Control Systems/Equipment.

Joint C2 systems and equipment consist of:

 h e s ek e w =

). The National Military Command System.
2. C2 systems of the unified and specified
commands.
a. Command and control systems of the sub-
ordinate unified comménds.
b. Command and control systems of the head-
quarters of the service component commands,
c. Command and control systems of the head-
quarters of joint task forces, when
established and assigned.
3. C2 related management/information systems of
the headquarters of wun~ Military Departments
having joint implications.‘
4. C2 support systems of DOD agencies.

3. Command, control, and communications assets

controlled by the Joint Chiefs of Staff, Certain

deployable C3 assets are controlled by the
Joint Chiefs of Staff for useAin crises,
contingencies, and special missions for
augmentation in support of the local commander.
6. Warning Systems, communications networks,
ADP capabilities, and procedures described in
reference 5, Appendix A.

1. The National Communications System.

8. Defense-wide C2 systems/equipment. Defense-
wide C2 systems/equipment include:

a. The Defense Communications System.
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b. The Military Satellite Communication
System,

&+ The Tri-Service Tactical Communications
{(TRI-TAC) equipment,

d. Communications security systems,

e. C2 systems supporting command, control,
and communications countermeasuces.

f. Navigation and positioﬁ location systems,
g. Identification, friend or foe, systems,
h. Meteorological systems.

i. Interoperability systems,

(b} Systems/Equipment With Joint Implications.

References 7 and 20, Appendix A, establish the
context in which certain systems and equipment are
considered to have joint implications. To the
extent that tactical command,.control, and communica-
tions equipment falls under the purview of those
references, they will be covered by the policy and
procedures of the preceding paragraphs. In
addition to the provisions of references 7 and 20,
the following types of equipment have joint
implications and come under the purview of the
policy and procedures established in preceding
paragraphs:

1. Equipment that is intended to provide NCA

connectivity.

2. Equipment that is intended to provide

connectivity for the commanders of unified and

specified commands. .

3. Systems and equipment that have been des-

ignated by the Joint Chiefs of Staff or higher
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authority as having cross-Services, cross-pro-
gram, crosg-command, or international implica-
tions or that are of special interest. This
includes priority items of the commanders of

unified and specified commands.
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APPENDIX A

REFERENCES
1. JCS Pub 2, 1 October 1974, "Unifled Action Armed Forces,"
2. JCS Pub 10, 11 April 1980, “Tactical Command and Control,
and Communications Systems Standards (U}."
3. JCS Pub 11, 1 April 1968, FTactjcal Communications
Planning Guide (U}."
4. JCS Pub 12, 1 April 1974, "Tactical Command and Control
Planning Guidance and Procedures for Joint Operations.”
5. JCS Pub 19, "WWMCCS Objectives and Managemént Plan,"
Volumes I, II, III, IV, V, and VI and their separately
published appendices (latest editions).
6. DOD Directive 4630.1, 24 April 1968, "Programming of
Major Telecommunications Requirements." _
7. DOD Directive 4630.5, 28 January 1967, "Compatibility
and Commonality of Equipment for Tactical Command and
Control, and Communications.®
B, DOD Directive 5000.1, 19 March 1989, "Major System
Acquisition.”
9. DOD Directive 5000.2, 19 March 1980, "Major System
Acquisition Process.”
10. DOD Directive 5000.3, 26 December 1979, "Test and
Evaluation."”
11. DOD Directive 5100.1, 26 January 1980, "Functions of
the Departﬁent of Defense and its Major Components."”
12. DOD Directive 5100.30, 2 December 1971, "Worldwide
Military Command and Control System (WWMCCS).,"
13. DOD Directive 5100.79, 21 November 1975, "Worldwide

Military Command and Control System Engineer."
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14, DOD Instruction 5100.80, 1 December 1975, "Worldwide
Military Command and Control Systenm (WWMCCS) Evaluation
Program.”

15. DOD Directive 5105. 19, 10 August 1978, "Defense Communi-
cations Agency (DCA).*

16. DOD Directive 5105.44, 9 October 19713, "Military
Satellite Communications (MILSATCOM) Systems Organization."
17. DOD Instruction 7250.10, 10 January 1980, "Implementa-
tion of Reprogramming of Appropriated Punds."

18. JCS Memorandun of Policy No. 112, 13 February 1978,
"Military Telecommunications Agreements Between the United
States and Regional Defense Organizations or Friendly
Foreign Nations,”

19. JCS Memorandum of Policy No. 131, (latest tevision},
"Joint Communications Security Policy (U)."

20. JCS Memorandum of Policy No. 160, 1 November 1976, "Conm-
patibility and Commonality of Equipment for Tactical Command
and Conf;ol and Communications.”

21. JCS Memorandum of Policy No. 167, 14 November 1975,
“Mobxle/Transoortable Communications Assets Controlled by
the J01nt Chlefs of Staff."

22. JCS Memorandum of Policy No. 183, 5 November 1979, "Com-
mand, Control, and Communications Systems Evaluation Program."
23. JC5 Memorandum of Policy No. 185, 9 December 1980, "Com-
mand, Control, and Communications Countermeasures (g).n

24. JCS Memorandum of Policy No. 178, 1 May 1978, "Military
Satellite Communications Systems, "

25, MJC5-209-83, "Defense Communications System Five Ysar

Program Joint Validation Procedures.™
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APPENDIX B
OUTLINE AND SUBMISSION SCHEDULE OF COMMAND AND

CONTROL SYSTEM MASTER PLANS, SUMMARY PLANS, AND PROGRAMS
1. Plans are submitted to the Chairman, Joint Chiefs of
Staff, by the commander of each unified or specified commang,
by the Service headquarters of the Military Departments,
and by the Defense agencies.
2. The plan submitted by a commander of a unified or
specified command for approval is called a "Command and Control
System Master Plan.” This is a document which sets forth
the cdncept, éescription, and general improvement plan for the
C2 system. It describes the composition of the C2 system and
the functional and organizational relationships among all
elements of the system. It provides guidance and objectives
to the component or subordinate ¢ r :nds for the development
and operation of the system, describes specific required
operational capabilities (ROCs} for improvement of the
system, and prioritizes the ROCs.
3. The plan submitted by a Service headquarters of a Military
Department or by a Defense agency for information is called
a "Command and Control System Summary Plan." This document
sets forth, in summary form, the concept and description of
the C2 management/information systems of the Service head-
quarters of the Military Departments and the €2 communications
networks of the Defense agencies. It describes the general
composition and capabilities of the existing elements of the
C2 system and presents an overview of the functional and
organizational relationships related to intercoperability
with and responsiveness to the National Military Command

System (NMCS).
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4. The program submitted to the Secretary of Defense by the
Chairman of the Joint Chiefs of Staff for the improvement of
the NMCS is the "NMCS FPive Year Master Objectives Program®

(NMCS FYMOP). This program lists all ROCs, both validated and

unvalidated, for the modification and improvement of the NMCS.

;t also provides a basis for planning, programming and budget-
ing for a 5 year period. The NMCS PYMOF will be updated
and submitted annually in December,
5. Command and Control System Master Plans will be submitted
and updated at least annually in accordance with the follow-~
ing.scheau1e=

ADCOM~-November

SAC--December

LANTCOM--January

PACOM--February

USEUCOM~-November

USREDCOM--December

USSOUTHCOM--January

MAC--February )
6. Command and Control System Summary Plans will be submitted
and updated at least annually in accordance with the follow-
ing schedule:

US Army--October

US Navy--Novembe =

US Air Force--December

US Marine Corps--January

DCA~=February

DIA--October

DMA--November

DNA--December

DLA--December

NSA/CCS--February
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APPENDIX C
FORMAT FOR THE SUBMISSION OF
REQUIRED OPERATIONAL CAPABILITIES

(The required operational capability (ROC} provides the origi-
nator of the joint €2 re
nontechnical language, the essential elements of the require-
ment. It should contain as much of the information indicated
below as possible, based on hest estimates. Part I is
required with each ROC submission and should provide suffi-
cient information for initial processing by the Joint Chiefs
of Staff. Submission of Part II is optional. Additional
information determined to be necessary will also be provided
to the 0JCS and to the Service/agency evaluating the ROC.
The mandatory distribution of the ROC (Part -III) is intended
to provide initial coordination.) .
REQUIRED OPERATIONAL CAPABILITY FOR:
Insert short deécriptive title of the requirement.
Include security classification, if applicable.
Unclassified titles are desired.
PART I (REQUIRED)
SECTION I. STATEMENT OF REQUIREMENT
1. Description. Describe the requirement by indicating:

. a. General characteristics in sufficient detail to pre-
sent a clear picture of the requirement. Character-
istics stated will represent mandatory or minimum
'acceptable performance features unless indicated as
"deéirable“; i.e., those features to be achieved with-
out disproporticnate increase in cost, complexity, and
leadtime while maintaining the required standards of
reliability and maintainability,

b. The effect the ROC will have on the capability to
support the National Military Command System,

€. Whether the requirement is for a new item or a replace-
ment. Indicate its relationships to other ROCs and to

other items or material in use.

Cc-1 Appendix C
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d. Broad concept of employment of the regquirement (how,
when, where, and by whom),
e. Other standard or developmental equipment with which
the requirement must be compatible,
f. Hardening required against nuclear, electromagnetic,
chemical, and bioclogical warfare.
d. Recommended security classification of the requirement
and of the development effort, and other restrictions.
h. Desired calendar year of initial/full operational
capability.
i. Recoﬁmendations for Service/ﬁefense agency responsible
for development and funding.

SECTION I¥. JUSTIFICATION

2. Reason for Requirement. State why existing system cannot

satisfy the requirement, Indicate objectives, missions, or
functions that will be prejudiced by failure to develop the
proposed requirement. Relate the ROC to one or more specific
€2 system objectives. State why it will make a major contri-
bution to effective command and control for the period in
which it is required. Cite enemy threat from approved intelli-
qgence estimates. Additionally, furnish information on:
a. Time-phasing of requirement in relation to present
installation and future objectives.
b. Make reference to studies, exercise reports, or other
documents which bear on the reguirement.
SECTION III. QOPERATIONAL CONCEPT, FEASIBILITY, AND PRIORITY

3. Operational Concept. Describe envisaged operational con-

cept in sufficient detail to permit planning for integraticn
into the overall C2 system. Include consideration of:
a. Command centers for which the requirement is appli-

cable and numberas required.
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b. Whether continuous or intermittent operation is
planned.

c. What satisfaction of the requirement will accomplish,
such as effects achieved strategically, technically, or
administratively,

d. How and when the required capability will be opera-
tionally employed and controlled.

€. How the new capability will operationally interface
when employed with other systems as appropriate.

f. What informatiocn must be exchanged, wiih appropriate
comments regarding perishability, time sensitivity,
fidelity, error rates, languages, and other elements
which directly affect system architectures, engineering,
design, and implementation.

4. Technical Feasibility. Specify feasibility studies, com-

ponent development, or other technical data related to the
requirement which will assist in determining the techniecal
feasibility of the requirement. (After research of the
user input, a technical feasibility statement and a state-
ment regarding industrial potential to support a require-
ment will be made in the Technical Analysis/Cost Estimate,
which ig prepared by the supporting Service/Defense agency.)

5. Priority Category. Prioritize the ROC in relation to other

requirements of the command. Priorities furnish guidance on
the degree of urgency associated with a regquirement for
programming and justification of funds and personnel in
meeting the requirement,
PART II (OPTIONAL)
SECTION I. CHARACTERISTICS

6. Performance Characteristics. List specific performance

characteristies to permit clear understanding of features

c-3 Appendix C
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that are "essential," to the capability's acceptance. List

also features that are "desirable.”™ Performance characteris-
tics should provide sufficient gquidance to form the basis for
technical characteristics and preliminary engineering design,
These characteristics influence the development of the
capability more than any other portion of the ROC. Describe
what the capability should do and specify both upper and
lower performance limits. As a general gulde, include
applicable reliability characteristics and, as applicable:
a. Improvements expected in (1} efficiency of gathering,
processing, or disseminating information; (2} sIOp
execution or monitoring; or (3) support of the NCA or
other Command, Control, and Communications system users;
or {4) survivability or hardening.
b. A complete operational profile which describes func-
tions, time required to accomplish the functions,
dynamiec actions or changes that occur, job title or
description of individual who will use the resulting
capability, and reaction time required,

7. Security Considerations, Describe those security require-

ments considered essential by users, including aspects of
OPSEC and COMSEC; e.g., transmission, emission, cryptographic,
and physical security elements. Insure that qualitative
COMSEC requirements are an integral part of the system
planning and development.

8. Physical Characteristics. Those characteristics considered

necessary by the user to influence development. Items to
include, as appropriate:

a. System weight limits.

b. Configuration, silhouette, dimensional and cube

limitations, crew space, and operator station layout.
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¢. Durability factors to indicate degree of ruggedness,

=

()

d. Security requirements to include TEMPEST con;idera-
tions, if regquired.

e, Vulnerability characteristice, specifying hardening
required or desired in terms of nuclear effects environ-
ments in which the material would be regquired to survive,
The effect levels specified should include blast, ground
shock, thermal radiation, nuclear radiation, and electro-
magnetic pulse. Consideration should also be given to any
shock-mounting requirements for sensitide equipment.

£. Vuinerability factors specifying protection from
electronic countermeasures for appropriate systems in

a threat environment should be addressed. Appropriate
ECCM technology should be incofporated to reduce the
possibilities of intercept, deception and effects of

jamming.

9. Maintenance Characteristics. State those maintenance
characteristics operationally required by the user. Give

consideration to:

© v o~ o |0 e W

[

a. Design to permit ease of accessibility to often-
checked items.

b..Incorporation of "go/no-go" simple test equipment
or procedures,

c. Use of quick disconnect type fittings on electrical
connections and harnesses or other interface surfaces
where design will permit use of quick disconnect
fittings.

d. Type and level of maintenﬁnce support envisaged;

¢.9., contract or in-house.
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10, Human Engineering Characteristics, State user require-

ments for compatibility with physical and mental capa-
bilities of operating personnel. For example:
a. Information needs for operator decisons; e.g.,
fields of view, warning_alarms, and communications.
b. Procedures for allcocating functions between man
and machine.

1. Priority of Characteristics. List physical, maintenance,

and human engineering characteristics in relative order of
priority to the user.

12, Quantitative and Qualitative Personnel Considerations.

In consonance with the stated operationai concept for the
installation, state the user requirements for personnel to
maintain and operate the material. For example:
a. Total personnel requirement=, saving in personnel,
or generation of additional personnel requirements.
Any increase in manpower as a result of this action
must be in accordance with JCS MOP 173, 7 May 1981,
“Manpower for Joint and Interpational Activities,"”
if applicéble.
b. Description of requirements for new skills, know-
ledge, and special arts.

13. Training Considerations. State training requirements

envisaged by the user to be necessary, including, if
possible, the concept of how training should be accom=~
plished; e.q., school, contractor.

SECTION II. ASSOCIATED CONSIDERATIONS

14. Related Capabilities. Include requirements for other

new capabilities and special requirements that will be
necessary as a result of the ROC, such as COMSEC equipment,

additional electric power, and environmental control needs.
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ROCs for ADP equipment will include comments as to related
software requirements.

15, Additional Comments. Include any other information

not included in the foregoing that may be helpful in under-
standing the requirements.
PART I11 (REQUIRED)
DISTRIBUTION OF ROC
a. Action copies:
Chairman, Joint Chiefs of Staff
0JC5 (C3 Systems Directorate)
CINCAD
CINCLANT
USCINCEUR
CINCMAC
CINCPAC
USCINCRED
USCINCSO
CINCSAC
Commander, Rapid Deplopment Joint Task Force

b. Information copies:

o L I e T T S o T TP TP 1O
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-Chief of Staff, US Army

Chief of Naval Operations 22
Chief of Staff, US Air Force 23
Commandant, US Marine Corps 24
Director, DCA 25
Director, DIA 28
Director, NSA/Chief, CSsS 27
. 8
Director, DLA 28
. 29
Director, DMA -
Director, DNA 30
31
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APPENDIX D

PROCEDURES FOR THE MODIFICATION, IMPROVEMENT, AND
INTRODUCTION OF JOINT COMMAND AND CONTROL SYSTEMS

1. Purpaose. To provide policy and to assign responsibility

for the modification and improvement of joint command and
control systems.

2. Policy and Procedures

a. The operational requirements validated by the Services
and agencies in accordance with Service and agency pro-
cedures will be evaluated and coordinated in accordance
with references 6, 7, and 20, Appendix A, and provided to
the Joint Chiefs of Staff in keeping with provisions of
‘those references.

b. The following guidance applies to the processing of
the required operational capabilities (ROCs) by the Joint
Chiefs of Staff, including the ROCs from unified and
specified commands and the National Military Command
System. Regquirements shared by the commandérs of several

unified and specified commands pertaining to a common

capability will be processed as multi-command ROCs (MROCS).

(1) ROCs will be documented in the format of Appendix C
and submitted to the Chairman, Joint Chiefs of Staff,
normally as part of the éommand and Control System
Master Plan (Appendix B). NMCS ROCs will be submitted
individually to the Chairman, Joint Chiefs of Staff,
Significant time-sensitive ROCs can be submitted at any
time.

(a) The format of Appendix C permits submission of

@ qualitative description of the required capability

(Part I, Appendix C}. In the event that more

detailed information is available, the quantitative

D-1 Appendix D
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optional Part 11 of Appendix C may be submitted
simultanecusly, Part III of Appendix C lists the
required distribution of the ROC, Part 1II insures
early coordination and provides a source of comments
for the Chairman, Joint Chiefs of Staff.
(b) Action addressees of ROCs will provide comments
to the Chairman, Joint Chiefs of Staff, within 60
days of receipt of the ROC. Comments of the
commanders of the unified and specified commands
should include a-statement of applicability of the
fequirement to their C2 system. .
{c} Information addresses are invited to submit
comments to OJCS. Comments concerning existing or
planned programs that might satisfy the requirement
are particularly desired.
{2) The Director for €3 Systems 0JCS, will process ROCs
of the commanders of unified and specified commands and
of the Nﬁcs submitted to the Chairman, Joint Chiefs of
Staff, for validation in accordance with the following
procedures, Upon receipt, the Director, C3 System, will:
(a) Review the ROC for general suitability and con-
sistency with geoals for developing C2 systems. The
applicability to other unified or specified commands
will be addressed during consideration of initial
comments from the DOD components. The review
includes verification that the ROC is a new require~
ment and does not duplicate previous requirements.
Send a memorandum to the originator, normally
within 90 days, acknowledging the ROC and, where
appropriate, requesting clarification or further

information.

D=2 Appendix D

IS L L Ll LR [ T e L L L
o e e W M [P o v (@ | o |t e e e e e v o |u e e s e e

L N P b

[ %)
~

N
w

W I
o W

i
-



(b) Forward the ROC to the designated Service or

agency to conduct a preliminary estimate or a TA/CE

in the format of Appendix E. Responsibility for
performing this evaluation will belong to the

Service responsible for support of the respective

unified or specified command unless it is determined

by formal coordination or applicable directive (e.g.,

DCA for DCS matters) that respensibility should be
assigned to another component.
(3) The designated Service or agency will evaluate the
requiremené in terms of potential candidate solutions,
considering their operaticnal utility, their technical
feasibility, other programs, and economic soundness,

using Service/agency procedures, The results of the

preliminary estimate or Teciinical Analysis/Cost Estimate

(TA/CE) will be forwarded to the Director for C3 Systems,

QJCS, and will be used as the basis for validation.

Information copies of completed preliminary estimates

or TA/CEs will be provided in accordance with Appendix C

distribution.

(4} When it is determined that the regquirement meets
the criteria of DOD Directive 5000.2, 0JCS will forward
the validated requiremenﬁ to the Defense Acquisition
Executive as a Mission Element Needs Statement.

{5) The DCA will provide technical guidance and recom-
mendations to the Service or Defense agency evaluating
the ROC. Other Services and agencies will provide
appropriate assistance and comment.

(6) Based upon the review of the preliminary estimate
or of the TA/CE above, the OJCS will initiate the

validation process, The validation process is a joint
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action which identifies the preferred solution to the
requirement, or any portion thereof, and the estimated
funding profile, and assigns the Executive Agent.
{(a) If the ROC is not validated, the originator will
be informed and reasons for the nonyalidation will
be given, .
{b} If the ROC is validated, the budgeting/program-
ming actions below will be initiated.
(7) The Chairman, Joint Chiefs of Stafg, will make
recompendations to the Secretary of Defense for satisfac-
tion of the ROC if required.
{8) Selected programs for valldated ROCs will be
immediately forwarded to the appropriate Service or

agency for initial PPBS actions,

3. Responsibilities

a. Commanders of the Unified and Specified Commands

Identify and document requirements for modifications and
improvements to their C2 systems in the format of Appendix
C. Forward RQCs to the Cﬁairman, Joint Chiefs of Staff,
for consideration and to the other commanders of unified
and specified commands, the Chiefs of the Services, and
the Directors of Defense agencies for information.

Forward comments on ROCs received from other commands to
the Chairman, Joint Chiefs of Staff, within 60 days of
receipt. Comments should specifically address the
applicability of the ROC to the command.

b. Joint Chiefs of Staff. Review ROCs for validation

and recommend programs for their satisfaction.

¢. Chiefs of the Services; Directors of the Defense

Agencies
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(1) Take action, when assigned, to evaluate ROCa
submitted for validation to the Chairman, Joint
Chiefs of Staff, Support, review, and comment on
the evaluation efforts of other components. De-
termine if existing programs, with modification

if needed, could satisfy the requirement.

{(2) Program, budget, and fund for fulfillment of
those improvements for which the Service/Defense
agency has funding responsibility.

{3) For out-of-cycle requirements for—which the
Service or agency has funding responsibility, prepare
a Program Change Request, coordinated with the
Chairman, Jéint Chiefs of staff, for forwarding to
the Secretary of Defense.

{4) Approval of funding mav be made for certain pro-
grams without prior approval of the Secretary of
Defense provided overall strengths are not changed,
if Totél Obligation Authority changes are within
limits imposed by boD Instruction 7250,%0, and if
previous decisions by the Secretary of Defense are
not affected.

d. Chairman, Joint Chiefs of Staff. Develop and

validate ROCs for modification and improvement of
the NMCS and submit them to the Secretary of Defense

for approval.
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APPENDIX E
FORMAT FOR TECHNICAL ANALYSIS AND COST
ESTIMATE FOR OPERATIONAL REQUIREMENTS
{(The following is the format for a Technical Analysis
and Cost Estimate {TA/CE)} submission.)

EXECUTIVE SUMMARY

(The Executive Summary should be a stand-alone section of the
TA/CE.)

1. Scope. State the purpose of the TA/CE being summarized,
identify the specific requirement to which the TA/CE is
related, agd provide a brief description of the scope of
the TA/CE,

2, Background. Include all essential information required
to understand the document, Present material in & leogical
and sequential manner.

3. summary. Summarize the facts presented in the TA/CE.
This should jinclude all alternatives and should not be a
generally worded abstract.

4. Conclusions and Recommendations. Point out the most

desirable course of action (best alternative) and summari:ze
the reasons for selecting that alternative, including any
associated risks. Alternatives must address communications
reguirements, if applicable. Recommendations will not be
limited to the alternative but may include other items, if
appropriate (further studies, etc.).

TECHNICAL ANALYSIS/COST ESTIMATE
1. Introduction. Include the objective of the TA/CE and
detailed background information about the subject as well
as such items as threats, desired goals, existing capa-

kilities, etc.
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2, Technical Feasibility Factors Analysis. Include the

technical feasibility of developing and preducing capa-
bilities to satisfy the requirements within the timeframe
specified. Include identification and assessment of
technical risks that may influence effectiveness, cost, and

operational date of the requirements,

3, Alternatives. Present each alternative {description, risks,

costs, rough schedules, advantages, disadvantages). Analyze
alternatives, including benefit and cost estimate, leasge
versus buy, etc. Only the two, or at most thfee, most

viable alternatives should be presented. Other alternatives
and the rationale for rejection may be presented concisely to
show that they were considered.

4. Recommended Alternative. Address conceptual information

to the extent feasible, including, if possible:

a. Project Engineering Concept., Scope of the recommended

alternative, its general configuration, and other tech-
nical characteristies, Relationship between this
approach and ongoing or programmed future projects/pro-
grams will be discussed. Included, as available, will
be appropriate consideration of the following:

fl) Summary of required equipment.

(2) Statement of the interface and integration re-

quirements.

(3) Identification of required dccumentation.

(4) Required ancillary equipment.

(5) Security requirements.

(6) Facility requirements,

(7) Engineering support requirements.

{8) Communications support requirements.

(9) Electromagnetic pulse requirement.
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b. Project Implementation Concept. Nominations of the

Service or Defense agency to implement the operation&l
requirement. Training and logistic support to be
furnished as part of the implementation phase

and initial operational cepability will be addressed.
An implementation schedule to include kgy milestones
and the relationships between key events will be pro-
vided if available.

c. Conclusion. A general conclusion supporting or
suggesting informatiﬁn to the ROC, with accompanying

rationale.

5. Cost Estimate. It is recognized that complete and

detailed cost and manpower information may not be readily

" available at this stage of development. To the extent it

is available, it should be presented with an indication

of whether "current year" or "then year® (escalated) dollars

are

used.

a. Summary of Cost and Manpower Estimate.* Provide a

breakdown for each funding Service, Defense agency, or
other funding source, as applicable, in the format pre-

cribed below:

{Service or funding source)*+ {PE***)
Prior Current Budget CutYears
Yrs  _ Yr FY FY FY FY FY

¥ Reflect only the additive costs resulting from the

&

* dkok

improvement or addition of facilities covered by this
plan. Do not include previously existing ongoing
costs.

Insert the appropriate Service, Defense agency, or other

funding socurce.
Insert applicable Program Element number here.
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Funds ($ in
thousands):

R&D
Procurement
Construction
OaM*
Military Pay
Manpower
Military
Officers
Enlisted
‘Civilian
b. Rationale. Explain briefly the basis for computa-
tions, phasing of cost and manpower estimates in
relation to work schedule, estimated procurement lead-
time, and major items of cost (lease, contractual opera-
tions, ADP, other station facilities, transmission

media, etc.). Note anticipated problem areas, if any.

¢. Cost Offsets Summary (if applicable)

Description Prior Current Budget Outyears
Yrs _ Yr FY =~ FY FY FY EY

One-time cost
(list).

Recurring costs
{list)

T Breakout by object class identification; e.g., civilian
personnel, supplies, operation and maintenance contracts.
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APPENDIX F
COMMAND AND CONTROL FIVE YEAR SUMMARY PLAN
1. General

a. The Director for CJ Systems, OJCS, is charged with
developing programs for the Joint Chiefs of Staff to
insure adequate command; control, and communications
support to the commanders of unified and specified
commands and the NCA for joint and combined operations;
conceptualizing future systems design; and providing
direcpion to improve C2. In addition, the Director,
C3 Systems, OJCS, is responsible for determining
satisfaction of individual Service requirements in joint
systems and for coordinating requirements, evaluating
alternatives, and recommending courses of action in the
assignment of responsibilities and allocation of resources
to agencies, the Military Services, and unified and
specified commands to accomplish planning and programming.
A major management tool to carry out these responsibilities
is the Command and Control Five Year Summary Plan (C2FYSP).

2. Scope of the Command and Control Pive Year Summary Plan

a. The scope of the C2FYSP will encompass the validated
requirements for joint C2 systems, and for systems/equip-
ment with joint implicatioﬁs, as defined in subparagaph
44(2) of the Policy and Procedures for Management of
Joint Command and Control systems. The documents listed
in paragraph 5 below identify many such systems/equipment.
b. The C2FYSP will not routinely develop separate
threats, objectives, missions, or requirements. However,
the comparative analysis of the documents in paragraph 5
will identify and recommend solutions for inconsistencies
"in threat, objectives, or missions and deficiencies,

inconsistencies, or duplications in stated requirements.
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¢. The C2FYSP will display validated quantities, 0SD
approved funding, and phasing for all items needed to
provide an end-to-end mission capability.

d. The C2FYSP may include recommendationa of an

advisory nature, These recommendationsa should highlight
weaknesses of joint C2 systems in the areas of joint and
allied interoperability as well as survivability. Cross-
Service prioritization of Service-unique programs/resources

with joint implications will be avoided.

3. Structure of the Command and Control Five Year Summary Plan

a. The C2FYSP will consist of a data base and a summary
document.
b. The data base will consist of program and project
descriptions for each of the programs and projects discussed
in subparagraph 2a, above. The data base is to be available
in a convenient form for use as reference by 05D, 0JCS,
and Service decisionmakers and for deriving the contents
of the C2FYSP summary document.
¢. The summary document will be a single volume con-
sisting of:
(1) A summary of the comparative analysis of the plans
examined, and appropriate recommendations.
(2) A statistical summary.of the data in subparagraph Zc
for the projects considered, aggregated along
recognized PPBS classifications, mission-related
areas, or other categories found appropriate during
development of the C2FYSP. -
(3) A short descriptive summary of the contents of
each entry in the statistical summaries, maintaining
traceability to individual projects and programs in

the data base and highlighting issues.
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4. Preparation of the C2FYSP. The Director for C3 Systems,

OJCS, is responsible for the preparation of a draft of the
C2FYSP in accordance with the guidelines above. Preparation
of the C2FYSP will not be used as a basis for increased
‘joint manpower authorizations. The OJCS will distrihute the
C2FYSP to the Services and agencies for comment. Draft
C2FYSP will be revised/updated, as required; will be approved
by the Joint Chiefs of Staff as part of the PPBS; and will
serve as a major input to Annex € {Command, Control, and
Communications) to the JSPD. The Services are requested to
provide.available information as needed .for deveioping the
C2FYSP.

5. INITIAL LISTING OF EXISTING DOCUMENTS

NATIONAL MILITARY COMMAND SYSTEM FIVE YEAR MASTER OBJECTIVES
PLAN .

MEECN MASTER PLAN

WWMCCS FIVE YEAR PLAN

WWMCCS SURVIVABIILTY R&D PLAN

ENHANCED POSTATTACK WWMCCS CAPABILITY PLAN
CINCSAC CONNECTIVITY STUDY

CNO CONNECTIVITY STUDY

CINCSAC STRATEGIC COMMUNICATIONS CONNECTIVITY STUDY
SECURE RESERVE FORCE TARGETING STUDY

DCA RECONSTITUTION STUDY

WWMCCS SELECTED ARCHITECTURE

DEFENSE COMMUNICATIONS SYSTEM FIVE-YEAR PROGRAM
DBFENSE-COMMUNICATIONS SYSTEM TEN-YEAR PLAN

AIR DEFENSE MASTER PLAN

DOD INTELLIGENCE INFORMATION SYSTEMS MASTER PLAN
DEFENSE INTELLIGENCE PLAN

TACTICAL NUCLEAR FORCES C3 SYSTEM IMPROVEMENT PLAN

TELECOMMUNICATIONS PLAN FOR IMPROVING COMMUNICATIONS IN
KOREA
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COHﬁbNICATIONS SECURITY PLAN FOR IMPROVING COMMUNICATIONS
SECURITY IN KOREA

C2 SYSTEM MASTER PLANS OF THE CINCs (8 documents)

DEFENSE SCIENCE BOARD TASK PORCE ON ENDURING STRATEGIC C3

HIGH ALTITUDE ELECTROMAGNETIC PULSE STUDIES

‘HILITARY SATELLITE OPFICE TECHNICAL DEVELOPMENT PLAN

POSTATTACK RECONSTITUTION OF COMMUNICATIONS PHASE II STUDY
NMCS IMPROVEMENT ALTERNATIVES FOR SURVIVABILITY STUDY
MILITARY SATELLITE COMMUNICATIONS ARCHITECTURE

DCA SECURE VOICE IMPROVEMENT PROGRAM

WWMCCS INFORMATION' SYSTEM MODERNIZATION PLAN

WWMCCS INFORMATION SYSTEM ENGINEERING MANAGEMENT DLAN
WWMCCS INTERCOMPUTER NETWORK IMPLEMENTATION PLAN
WIN/AUTODIN II SUPPORT PLAN

STANDARD DOD NETWORK FRONT END MANAGFMENT/TECHNICAL APPROACH
PLAN

DCA R&D PLANNING SUMMARIES

E-4 ADP IMPLEMENTATION PLAN

E-48 JOINT USERS PRIORITIZED LISTING
TRI-TAC PROCUREMENT PLAN

JOINT NAVIGATION PLAN

DEFENSE GﬁIDANCE

ASD(C3I)/DUSD(PR) C3 PROGRAM GUIDANCE
JSPD

JSCP
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4. (U) Without attachment, this memorandum is downgraded to

CONFIDENTIAL.
HEREERT B. KUYKENDALL
Captain, USN
Secretary, JCS
Attachment
a’/s
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EMERGENCY ACTION PROCEDURES OF THE JOINT CHIEFS QOF STAFF (U

GLOSSARY

VOLUMES 1, II, IIl, IV, AND V

The abbreviations, brevity codes, and acronyms listed below are
in use in Volumes I, II, III, IV, and V of the Emergency Action
Procedures of the Joint Chiefs of Staff.

ADCDM............AerOSpaaé Defense Command
AFSATCOM.........Air Force Satellite Communications System
AIG......evv..+..Address indicating group

ALSIOP.....v.....Collective routing indicator for Single

Integrated Operational Plan emergency
actions messages

ANMCC....vuesn. sAlternate National Military Command Center

»

AUTODIN..........Automatic Digital Network
AUTOSEVOCOM......Automatic Secure Voice Communications

AUTOVON......... Automatic Voice Network

BMEWS............Ballistic Missile Early Warning System

CAQSOP...,.......Coordinated Atomic Operations Standing Operating

Procedures

CCPDS..vvsue...+.Command Center Processing and Display System
CEP.....vavus....Circular error probable
CIC.iveseenareenssContent indicator‘code
CINC.............Commander in Chief
CINCAD......es...Commander in Chief, Aerospace Defense Commang
CINCLANT.........Commander in Chief, Atlantic
CINCMAC..........Commander in Chief, Military Airlift Command

CINCNORAD........Commander in Chief, North American Air Defense
Command

CINCPAC......s...Commander in Chief, Pacific
CINCSAC....s.v...Commander in Chief, Strategic Air Command

CONUS+vvuerreass.Continental United States

-' - : ix Glossary



CRI.ceevsssesrevsCollective routing indicator

BDO (NMCC).......Deputy Director for Operations (National Military
Command Center), Joint Staff

DEFCONseecevse-r.Defense readiness condition
DGZ..vveveveen.-aDesired ground zero
DIRNSA...........Director, Natlonal Security Agency
DSP.vsenssaensnsDefense Support Program
EAsvisteseasenasoEmergency action(s)
EAM........ev. . .Emergency action message
EAPcvevssussvasssEmergency action procedures

EAP-JCS.....4+ .. .Emergency Action Procedures of the Joint Chiefs
of Staff

ECPeseescecenssssEmergency command precedence
EHF.....csvevesExtremely high frequen&y
EMERGCON. ... .. ...Emergency condition
ERCS.e.uveerrerveEmergency Rocket Communications System

FLTSATuueeeeceroasFleet Communicatiohs Satellites

HFievisaneeee. . High Erequency
HF/5S5B.+cscessss.High frequency/single side band
ICBM.cevesesacsssIntercontinental ballistic missile

IEMATS...........Improved Emergency Message Automatic Transmission
System

J-3..ceeeiiesn..Operations Ditvectorate, Joint Staff
JCS.sesnasessessJoint Chiefs of Staff

JCSAN. s v teanaeasasJCS Alerting Network
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JSCP..sv.v.v.uJoint Strategic Capability Plan
JTF..............Joint-task force
LANTCOM. .+ 4.asse.Atlantic Command

LERTCON. .s.......Alert cgndition
LEivaverionesnanclow fre&tency

MAC. . evsvansssseeMilitary airlift Command

MEECN..+se...... Minimum Essential Emergency Communications
Network

MHZ....000esese.Megahertsz

MOLINK..ve..esss.Direct communications link (US-USSR)
NATC.............North Atlantic Treaty Organization
NCAcvesususrassa.National Command Authorities
NE+.2weesnesees...North East

NEACP.+svsssees...National Emergency Airborne Command Post
NM............;..Nautical miles

NW.evseennaenssoaNOrth West

0JCSessenvnanss .0rganization of the Joint Chiefs of staff
PACCS..e0eveews-Post Attack Command Central System (SAC)
PACOM. ... vavsese.Pacific Command

PARCS.esseeswe...Perimeter Acquisiton Radar Attack
Characterization System

BAC..eursaeraess.Strategic Air Command
SACEUR...ssev....5upreme Allied Commander, Europe
SACLANT..........Supreme Allied Commander, Atlantic

SAD.....s........5elected Attack Option



SIOP...vesensaae.5ingle Integrated Operational Plan

SLBM........ +2e-ss52a=launched ballistic missile
S8BN.seccsscssnsaFleet ballistic missile submarine

TACAMO...........Take Charge and Move Out {Navy VLF relay
aircraft)

TDD..veeeseseens.Target DGZ designator
UHF..eveeeeavavaUltra high frequency
UKeesesnevansnao.United Kingdom

USeeeuenvneaswsUnited States

USCINCEUR........US Commander in Chief, Europe
USCINCRED........Commander in Chief, US Readiness Command
USCINCSOue.......Commander in Chief, US Southern Command
USEUCOM..e.evs+s.US European Command

USREDCOM...+.v....US Readiness Command
USSOUTHCOM.......US Southetrn Command
USSR.esvenveeses.Union of Soviet Socialist Republics
VLF....... sesss.Very low frequency
WWABNCP,,..+ss.s.Worldwide Airborne Command Post System

WWMCCS....ve.v...Worldwide Military Command and Control
System
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CHAPTER 1
GENERAL (U)
1. (C) Purpocse. The purpose of the Emergency Actions
Procedures of the Joint Chiefs of Staff is to prescribe the
emergency action meSSages_and associated conferepces and
procedures used by the Jaant Chiefs of Staff to maintain
worldwide command and control of US Forces and US nuclear
weapons,
2. (U) Concept. The Emergency Action Procedures of the
Joint Chiefs of Staff are designed for use in emergency

situations requiring one or more of the following general

categories of actions:
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3. {U) Reproduction and Release of Emergency Action Procedures.

Because of their sensitivity, the Emergency Action Procedures
of the Joint Chiefs of Staff are published in multiple volumes
to restrict access to detailed procedures to appropriate'usezs
with a need to know. Furthgrmore, reproduction and release
of these procedures are governed by JCS Memorandum.of Policy
No. 39, "Special Safeqguards for JCS Papers." Under this
policy, all agencies authorized to receive these procedures
shall employ every suitable measure to protect them against
unauthorized disclosure,
4. Reproduction to effect initial distribution of, to
extend initial distribution of, or to reissue these
Emergency Action Procedures will bé restricted to that
authorized by the Secretary, Joint Chiefs of Staff.
(1) Chief of Staff, uUS Army; Chief of Naval Opera-
tions; Chief of Staff, US Air Force; and Commandant of
the Marine Corps, within their area of concern, are
authorized to distribute Emergency Action Procedures of
the Joint Chiefs of Staff within their respective
Services following the g&idance provided in JCS Memo-
randum of Policy Ne. 39 and based on a strict NEED TO
KNOW,
(2} Commanders of unified and specified commands are
" authorized to distribute Emergency Action Procedures of
the Joint Chiefs of Staff provided to them, including
extracts hhereof, to their subordinate military
activities or commands as required by their NEED TO
KNCW. Whenever possible, extracts of these procedures

rather than the entire publication will be used.
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b. Requests for release of Emergency Action Procedures

of the Joint Chiefs of Staff, or for information therefrom,
to any person or agency, military or ¢ivilian, not on the
original distribution list for these procedures will be
referred to the Secretary, Joint Chiefs of Staff, for
appropriate action, - ‘

¢. Because the emergency action procedures of the

Services and unified and specified commands are freguently
based on the Emergency Action Procedures of the Joint
Chiefs of Staff and contain extracts from them, the
safeguards abové apply to those Service and unified and
specified-command publications which reveal the Emergency
Action Procedures of the Joint Chiefs of Staff.

(V) Revisions to the Publication. The Director for

Operations, Joint Staff, is responsible for maintaining these

pProcedures and for accomplishing revisions in accoerdance

with JCS Memorandum of Policy No. 114. Holders of this

document should submit comments and recommendations for

improvement to the Joint Chiefs of Staff, J-3 {(ATTN: EA

Division). The Director for Operations, Joint Staff, will

revise these procedures as required, making urgent revisions

by message and incorporating them into the next printed

change,
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CHAPTER 2
RESPONSIBILITIES (U)

(U) Commanders of Unified and Specified Commands

{(U) The Military Services

1.
2




3. (U) Defense Communications Agency. The Defense Communica-

tions Agency assures long haul, rapid transmission of
emergency messages by exercising operational and managerial
direction over the Defense Communications System in accord-
ance with the mission, functions, and responsibility assigned
by the Secretary of Defense or by the Joint Chiefs of Staff
under the authority and direction of the Secretary of

Defense.

4. (U) The Organization of the Joint Chiefs of Staff. The

Orgdnization of the Joint Chiefs of Staff is responsible for
accomplishing the tasks specified herein and for those
matters which fall within its general cognizance as determined
by its assigned functions. .

S. Responsibilities Connected with SIOP Execution and

-
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CHAPTER 3 1
DEFINITIONS (U) 2
1. (U) JC5 Pub ! contains standard definitions for planning and 3
operational use. Listed below are selected definitions which do 4
not appear in JCS Pub 1 and those which need to be expanded or 5
redefined for specific apﬁiication to the Emergency Action Pro- 6
cedures of the Joint Chiefs of Staff. Where appropriate, 7
each paragraph indicates the source document for the definition. B
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8. (U) Emergency Action Messages. A series of messages by which

the Joint Chiefs of Staff and the National Command Authorities,
through the Joint Chiefs of Staff, pass significant, time-

sensitive orders, directives, authorization, and information to
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the commanaers of the unified and specified commands, their

forces, and other military and Government agencies.

2

9. (U) Executing Commander (SIQP). A commander to whom nuclear 3

' weapons are released for delivery against specific targets in 4

l . accordance with approved plans. (SIOP 5 (Basic)) 5
10. (U) Executing Commande; (NATO) . (To be supplied) 6

13. {U) Major NATO Commanders. There are three Major NATO 21
Commanders: Supreme Allied Commander, Atlantic (SACLANT); 22
j Supreme Allied Commander, Europe (SACEUR}; and Commander in 23
- 24

Chief, Channel (CINCHAN) .
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16. (U) National Command ﬁuthorities. The National Command

Authorities consist only of the President and the Secretary of
Defense or their duly deputized alternates or successors. The
chain of command runs from the President to the Secretary of
Defense and through the Joint Chiefs of Staff to the commanders
of unified and specified commands. The channel of communica~
tion for execution of the SIOP and other time-sensitive
operations shall be from the National Command Authorites
through the Chairman, Joint Chiefs of Staff, representing the
Joint Chiefs of Staff, to the the executing commanders. (DOD

Directive 5100.30)

17. (U) NORAD/ADCOM Terms of Reference for Control of Nuclear

Wea pons -

3
2
8
2
10
11
12
13
14
15
16
17
18
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18, (U) Prohibitions and Withholds (Annex c, JSCP)
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27. (U) ZULU. Greenwich mean time ¢the mean solar time of

the meridian of Greenwich, England, used as the prime basis
of standard time -throughout the world). 2ZULU time is used

in all emergency action messages.
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CHAPTER 4
BACKGROUND (u)

(U) General. This chapter provides background information on the
US and NATO Alert Systemé;énd the US missile warning systems
which aftfect the Emergency Action Procedures of the Joint Chiefs
of Staff. The following descriptions are only brief summaries
of the systems and do not duplicate all of the information avail-
able from primary sources. For authoritative and detailed
information, users should refer to the source documents,

SECTION I

ALERT SYSTEM OF THE JOINT CHIEFS OF STAFF (U)
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SECTION II
NATO ALERT SYSTEM (U)

1. (U) Purpose. This section summarizes the NATO Alert

System. Tt is extracted from the Major NATO Commanders Alert

System Procedures for thefgoint Chiefs of Staff,:SM—l-TQ,

which should be consulted for further details.
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SECTION III

MISSILE WARNING S5YSTEMS (U}
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SECTION IV
COMMUNICATION SYSTEMS

1. (uU) Purpose. This section describes selected communica-

tions systems available to support transmission of emergency

4 action messages, Chapter,:7 contains specific transmission

1 policies,
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3. (V) Worldwide Airborne Command Post System {WWABNCP
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4. (U) US Navy High Power VLF Relay Aircraft (TACAMO)
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(U} Worldwide Airborne Command Post UHF
. 1. - Y B

P S P

1
£

um.lﬁ..w. g - &we..ﬂ...ﬂul.l..s 41.?..,!

-

Fore s PRI ot L e .ue.. SLA

Systems“

PR
—_—
1
«
-
+
£ Y
[N
»

AT T Y Y
[

. J.‘il;lm!ﬂ.ocusﬂ...\-u. |!.u qg,a.hﬂ-! ..l,
.. . .. ..
¥ - - o A - 1 !

7.




[ ———

———k .

———— i o

]

*in’-d-a;-ﬁ :
]
)
.
|
s
3

10. (V) Air Force Satellite Communications System (AFSATCOM) .,

(To be supplied.}
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CHAPTER 6 1
EMERGENCY ACTION MESSAGES (U) 2
1. (u) General. This chapter describes the system of JCS 3
emergency action messages which direct specific actions 4

authorized by the designated approving
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3. (U) Message Designators

c. (U} When used without reference to the actions they

implement, message designators are classified CONFIDENTIAL.
Message designators associated with their format or the

actions they implement are elther SECRET or TOP SECRET,
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TRANSMISSION OF EMERGENCY ACTION MESSAGES (U)
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¢, (U) Composition. Figure 8-5 lists the conferees for the

Routine Missile Display Conference.
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(U) Action
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14. (U} Changes to NORAD/ADCOM Procedures. NORAD/ADCOM must

notify the Joint Chiefs of Staff (ATTN: J=-3} by messagerprior
to making any changes in NORAD procedures that would affect

the procedures or formats described in this chapter.
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CHAPTER 9
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REQUESTS FOR SELECTIVE RELEASE OF NUCLEAR WEAPONS (U)
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6. (U) Responses




10. (G} Message Contents. The information included in each

part must be in accordance with the instructions in this

paragraph.
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(U) VOICE REPORTS OF RECEIPT ARE REQUIRED.

(Selective addressees) WILL ACKNOWLEDGE DIRECTLY TO THE

NATIONAL MILITARY COMMAND CENTER BY THE FASTEST MEANS

AVAILABLE.
4.% (U) INSTRUCTIONS IN TEXT ARE EFFECTIVE AT (date—-time group
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EXERCISES (U} 2

1. (U) Generai. Exercises of emergency action procedures are

{w

conducted to insure a high level of proficiency in these pro- 4
cedures, to refine and impyove existing procedures, and to 5
provide a means for eva%dgging individual and syétem efficiéncy.~ &
To the eftent that exercises accomplish tﬁesé objectives, 7
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they are beneficial.
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